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1  Accessibility vs. security.
2 Proprietary interests vs. transparency.
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Accessibility vs. security.

Proprietary interests vs. transparency.
Too much code to verity.

Code changes too frequently.
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title Mayor

max selections 1

Optlons Tom Bates UI Wldgets f()nt data
John Boushell

Shirley Dean

Contest layout manager text renderer

title School Board
max selections 2 ¢
options Karen Hemphill

Merrilee Mitchell Mayor (page 1 of 1)

This contest has 4

hoxes. Choose « Tom Bates
ONE box.

Joaquin Rivera

Kalima Rose

Touch a box to

John Selawsky select or deselect * John Boushell

* Shirley Dean

e write in a candidate

ballot is not vet recorded. Press NEXT PACE to continue or REVIEW AND FINISH to
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2006 General Election Instructions Note!

City of Berkeley, California There are 2 contests and 3 ballot measures in this election. For each Your votes are NOT CAST until vou see the words:
November 7, 2006 contest, select the candidate or candidates for whom you want to vote.
, - ’ _ P Your votes have been recorded
For each ballot measure, select YES or NO. To change your selections,

nglish Language Ball ) .
English Language Ballot press CLEAR and make the selections again. Be sure that you see this message before leaving.
Use the PREVIOUS PAGE and NEXT PAGE buttons to move among the
. pages of the ballot. Some contests may have a candidate list that takes
‘ more than one page

L PRESS HERE TO BEGIN

V) When vou are finished, press REVIEW AND FINISH ta review your
choices and cast your ballot. After you press REVIEW AND FINISH, you
will still be able to go back and change your selections before casting
vour ballot.
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NEXT PAGE PREVIOUS PAGE NEXT PAGE
/ o NS S
Mayor (page 1 of 1) School Board (page 1 of 2) School Board (page 2 of 2)
This contest has 4 This contest has 7 This contest has 7
hoxes. Choose « Tom Bates boxes on 2 pages. « Karen Hemphil] boxes on 2 pages. + John Selawsky
ONE box. Choose up to Choose up to
Touch a box to TWO boxes. TWO boxes.
a bo
elect or deselect. | John Boushell fouch a box to . Merrilie Mitchell fouch a box to » write in a candidate
select or deselect. select or deselect
« Shirley Dean + Joaquin Rivera * write in a candidate
» write in a candidate » Kalima Rose
is not yet recorded. Fres | is not yet recorded. FPress NE } is not yet recorded. Fie
e N N e B Y A —— r— 'd N ™ 4 ER (e s N ™ g c (7 F =
. CLEAR THIS REVIEW AND CLEAR THIS REVIEW AND CLEAR THIS REVIEW AND

PREVIOUS PAGE NEXT PAGE ! L3 PREVIOUS PAGE NEXT PAGE ] i PREVIOUS PAGE NEXT PAGE e q
JAN ) \_ CONTEST || FINISH N )L ) \_ CoNTEST )| " RNISH ) \ )L ) \_ CONTEST || " FINISH
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I renclered Ballot Page
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Write-in Subpage

Write-in Candidate for Mayor

Use the kevboard we to enter the name of the candidate vou wish to write in
ACCEPT 1o vole for this candidate or CANCEL 1o not vole for this candidale,

[EANCEL THIS WRITE-IN) [AECEPT THIS WRITE-IH)
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Mayor (page 1 of 1

This contest has 4

hoxes. Choose Tom Bates
ONE box,
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write-1n
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Review Your Selections (page 1 of 2)

Mavyor
(vote for 1)

School Board
(vote for up to 2)

is not yet recorded
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Prerendered Ballot Page

. M no selection has heen made
reviews

no selection has heen made

no selection has heen made




Ballot Detinmition Format
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image library

int width
int height

ballot model
contest page
int max_sels
int max_chars target
int action
int page_|
subpage int contest_|
subtarget option
int action int contest_|
write-in
int contest_|
review
int contest_|

layout

background

int width
int height
byte[] pixels

sprite

int width
int height
byte[] pixels

slot

int left

int top
int width
int height




image library

(_Cvideo driver

X,y slot

touch sensor

X,y
event loop

slot

ballot model

navigator

selections

vote recorder

cast vote records
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How much code?



How much code?
everything Ul only
AccuVote TS >31 000 > 14000
our prototype 293 265

100x 055 X

Python features used:
one standard library module (SHA-1)
one collection type
very tew built-in functions



ballot loader 126 lines

event loop 13 lines
navigator 94 lines
video driver 22 lines

vote recorder 38 lines




sound library | ballot model |

selections

vote recorder

# \

key key
keypad event loop cast vote records




Accessibility vs. security.

Proprietary interests vs. transparency.

Too much code to verity.

Code changes too frequently.



Decouple Ul design from security.

Open participation in ballot review.
[solate code to be disclosed.
Reduce the trusted code by 10 to. 100x.

Put security responsibility in a VIVL



Goal:

an order of magnitude reduction
in voting-specific trusted software

similar or better

accessibility and usability

compared to the state of the art.






